The State of Industrial Cybersecurity

Are You as Secure as You Think?
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9 out of 10

Organizations with OT
systems that have
experienced a cyber
incident in the past year

2021 The State of Operational Technology and Cybersecurity — Fortinet
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47%

Organizations without
internal resources to
manage OT/ICS incidents

2022 SANS Survey — Threat-Informed Operational Technology
Defense: Securing Data vs. Enabling Physics

Success rate of external
attackers penetrating
ICS networks

Help Net Security— The cybersecurity of industrial companies
remains low, potential damage can be severe, 2021

Organizations that don't
have full visibility into
their supply chains

Industry Week—Can't Turn Back Time: Cybersecurity Must Be Dealt With, 2017
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Organizations that find it
difficult to stop cyber
attacks in time

Gartner—Market Guide for Managed Security Services, 2020
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Organizations with IT
teams monitoring OT
systems and networks

A SANS 2021 Survey: OT/ICS Cybersecurity
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65%

Organizations with
limited visibility of their
control systems

2022 SANS Survey — Threat-Informed Operational
Technology Defense: Securing Data vs. Enabling Physics

45%

Organizations with
control systems at
high risk

2022 SANS Survey — Threat-Informed Operational Technology
Defense: Securing Data vs. Enabling Physics




